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RELATED APPT.TCATION DATA

The present apphcation claims priority under 35 USC 1 19(e) from U.S. Provisional

Patent Apphcation Serial No. 60/159,085 (Attorney Docket No. CISCP131P), filed on

October 13, 1999, and entitled "DYNAMIC CHANNEL CHANGE PROPOSAL FOR

DOCSIS STANDARD". That application is incorporated herein by reference m its

entirety and for all purposes.

The present application also claims priority under 35 USC 120 from U.S. Patent

Apphcation Serial No. 09/490,761 (Attorney Docket No. CISCP131), filed on January 24,

2000, and entitled, "TECHNIQUE FOR SYNCHRONIZING MULTIPLE ACCESS

CONTROLLERS AT THE HEAD END OF AN ACCESS NETWORK". That application

is incorporated herein by reference in its entirety and for all purposes.

RACKGROUND OF THE INVENTION

This invention relates to digital computer network technology. More specifically,

it relates to methods and apparatus for implementing dynamic channel changes at nodes of

an access network.

Broadband access technologies such as cable, fiber optic, and wireless have made

rapid progress in recent years. Recently there has been a convergence of voice and data

networks which is due in part to US deregulation of the telecommunications industry, hi

order to stay competitive, companies offering broadband access technologies need to

support voice, video, and other high-bandwidth applications over their local access

networks. For networks that use a shared access medium to communicate between

subscribers and the service provider (e.g., cable networks, wireless networks, etc.),

providing rehable high-quality voice/video communication over such networks is not an

easy task.

One type of broadband access technology relates to cable modem networks. A

cable modem network or "cable plant" employs cable modems, which are an improvement

of conventional PC data modems and provide high speed connectivity. Cable modems are

therefore instiiomental in transforming the cable system into a fiill service provider of

video, voice and data telecommunications services. Digital data on upstream and

downsfream channels of the cable network is carried over radio frequency ("RF") carrier
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signals. Cable modems convert digital data to a modulated RF signal for upstream

transmission and convert downstream RF signal to digital form. The conversion is done at

a subscriber's faciUty. At a Cable Modem Termination System ("CMTS"), located at a

Head End of the cable network, the conversions are reversed. The CMTS converts

downstream digital data to a modulated RF signal, which is carried over the fiber and

coaxial lines to the subscriber premises. The cable modem then demodulates the RF

signal and feeds the digital data to a computer. On the return path, the digital data is fed to

the cable modem (from an associated PC for example), which converts it to a modulated

RF signal. Once the CMTS receives the upstream RF signal, it demodulates it and

transmits the digital data to an external source.

Figure 1 is a block diagram of a typical two-way hybrid fiber-coaxial (HFC) cable

network system. It shows a Head End 102 (essentially a distribution hub) which can

typically service about 40,000 homes. Head End 102 contains a CMTS 104 that is needed

when transmitting and receiving data using cable modems. Primary functions of the

CMTS include (1) receiving baseband data inputs from external sources 100 and

converting the data for fransmission over the cable plant (e.g., converting Ethernet or

ATM baseband data to data suitable for transmission over the cable system); (2) providing

appropriate Media Access Control (MAC) level packet headers for data received by the

cable system, and (3) modulating and demodulating the data to and from the cable system.

Head End 102 connects through pairs of fiber optic lines 106 (one line for each

direction) to a series of fiber nodes 108. Each Head End can support normally up to 80

fiber nodes. Pre-HFC cable systems used coaxial cables and conventional distribution

nodes. Since a single coaxial cable was capable of transmitting data in both directions,

one coaxial cable ran between the Head End and each distribution node, hi addition,

because cable modems were not used, the Head End of pre-HFC cable systems did not

contain a CMTS. Returning to FIGURE 1, each of the fiber nodes 108 is connected by a

coaxial cable 110 to two-way amphfiers or duplex filters 112, which permit certain

frequencies to go in one direction and other frequencies to go in the opposite direction

(different frequency ranges are used for upsfream and downsfream paths). Each fiber node

108 can normally service up to 2000 subscribers. Fiber node 108, coaxial cable 1 10, two-

way amphfiers 112, plus distribution amphfiers 114 along with trunk hne 116, and

subscriber taps, i.e. branch lines 118, make up the coaxial distribution system of an HFC
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system. Subscriber tap 118 is connected to a cable modem 120. Cable modem 120 is, in

turn, connected to a network device 122, such as a subscriber computer.

In order for data to be able to be transmitted effectively over a wide area network

such as HFC or other broadband computer networks, a common standard for data

transmission is typically adopted by network providers. A commonly used and well

known standard for transmission of data or other information over HFC networks is the

Data Over Cable System Interface Specification (DOCSIS). The DOCSIS standard has

been pubhcly presented by Cable Television Laboratories, Inc. (Louisville, Colorado), in a

document entitled, DOCSIS 1.1 RF Interface Specification (document control number SP-

RFIvl. 1-104-000407, April 7, 2000). That document is incorporated herein by reference

for all purposes.

Data Communication in Cable Networks

In conventional DOCSIS systems, the CMTS may include a plurality of physically

distinct line cards having appropriate hardware for communicating with cable modems in

the network. Each line card is typically assigned to a separate DOCSIS domain, which is a

collection of downstream and upstream chamiels for which a single MAC Allocation and

Management protocol operates. Typically, each DOCSIS domain includes a single

downstream chamiel and one or more upstream channels. The downstream charmel is

used by the CMTS to broadcast data to all cable modems (CMs) within that particular

domain. Only the CMTS may transmit data on the downstream. In order to allow the

cable modems of a particular DOCSIS domain to transmit data to the CMTS, the cable

modems share one or more upstream channels within that domain. Access to the upstream

channel is controlled using a time division multiplexing (TDM) approach. Such an

implementation requires that the CMTS and all cable modems sharing an upstream

channel within a particular domain have a common concept of time so that when the

CMTS tells a particular cable modem to transmit data at time T, the cable modem

understands what to do. "Time" in this context may be tracked using a counter,

commonly referred to as a timestamp counter, which, according to conventional

) implementations is a 32-bit counter that increments by one every clock pulse.

FIGURE 2 shows a block diagram of a conventional configuration for a cable

network 200. As shown in FIGURE 2, the CMTS 210 may include a pluraUty of

physically distinct line cards, e.g. line card A 202 and Hne card B 204. Each line card
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provides a separate interface for communicating with a specific group of cable modems m

the network. For example, line card A 202 includes a distinct group of ports (e.g., 205,

212) for communicating with cable modem Group A 260a, and line card B includes a

separate distinct group of ports (e.g., 225, 222) for communicatmg with cable modem

Group B 260b.

Each line card within CMTS 210 includes a separate MAC controller for

controlling the group of ports which reside on that physical line card. For example, on line

card A MAC controller 206 controls downstream transmitter 212 and the plurality of

upstream receivers 205. Similarly, the MAC controller 208 on line card B controls

downstream transmitter 222 and the plurality of upstream receivers 225.

According to conventional techniques, each MAC controller includes its own

unique timestamp counter for generating a local time reference specific to the particular

line card on which it resides. Thus, for example, MAC controller 206 includes a first

timestamp counter (not shown) which generates a local time reference to be used by line

card A for communicating with the plurality of Group A cable modems. Likewise, MAC

controller 208 includes its own timestamp counter (not shown) for generating a local time

reference to be used by line card B for commumcating with the Group B cable modems.

Typically, in conventional CMTS systems, the timestamp counters which reside on

different line cards are not synchronized.

Because data-over-cable service is a relatively new and emerging technology,

conventional cable networks have been designed to be efficient in handling burst data

transmissions from the plurality of network cable modems to the CMTS. Additionally,

conventional cable network configurations are designed to take into account the

asymmetrical bandwidth allocation on the upstream and downstream channels. For

; example, a downstream chamiel will typically have a bandwidth of 30-50Mbps, and an

upstream channel will typically have a bandwidth of 1-lOMbps. hi taking the above

factors into account, it is common practice to statically configure each line card to include

a single downstream channel transmitter and a pre-determmed number of upstream

channel receivers (up to a maximum of 6 upstream receivers).

0 Due to the static configuration of conventional cable networks such as that shown

in FIGURE 2, it is common practice to assign the downstream and upstream chamiels of

each physical line card within the CMTS to a unique DOCSIS domain. By assigning each

line card (and its associated downstream and upstream channels) to a unique DOCSIS
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domain, one is able to take Ml advantage of the limited addressing space available within

each DOCSIS domain. In the example of FIGURE 2, line card A is associated with

domain A which includes one downstream A channel 213 and six upstream A channels

219. The cable modems which use the domain A downstream and upstream channels to

communicate with the CMTS (e.g.. Group A cable modems 260a) are considered to be

part of domain A and share a common address map specific to domain A. Similarly, line

card B is associated with domain B, which includes a single downstream B channel 223,

and a plurality of upstream B channels 229. The cable modems of Group B (260b) which

use the domain B upstream and downstream channels to communicate with the CMTS are

considered to be part of domain B, and share a common address map specific to domain

B. Thus, according to convention al techniques, each cable modem is constrained to use

only those upstream or downstream channels associated with a given DOCSIS domain,

and is therefore bandwidth limited.

While such a configuration provides for simplicity in terms of implementation, it

may not be the most advantageous configuration for handhng new and emerging

broadband network applications such as video-on-demand, telephony, etc. Accordingly,

there exists a continual need to improve access network configurations in order to

accommodate new and emerging network appUcations and technologies.

SUMMARY OF THE INVENTION:

hi accordance with the several embodiments of the present invention, a method

and computer program product are disclosed for facilitating communications between a

network node and a Head End of an access network. The access network includes a

plurality of nodes which communicate with the Head End via at least one upstream

channel and at least one downstream channel. A first communication is received from the

Head End via a first downstream channel. The first communication includes a request to

perform a dynamic channel change request which includes a request to perform a

downstream channel change operation, hi response to the dynamic channel change

request, a downstream channel change operation is implemented. A second

communication from the Head End is then received via a second downstream channel.

Communication with the Head End may then be initiated using data received on the

second downstream channel.
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According to a specific embodiment, tlie dynamic channel change technique of the

present invention may be implemented at a network device, such as, for example, a cable

modem. Initially the network device may communicate with the Head End via a first

downstream channel and a first upstream channel. When the network device receives a

dynamic channel change request which includes instructions for the network device to

switch to a second downstream channel, the network device may respond by switching

from the first downstream channel to the second downstream channel. Thereafter, the

network device may communicate with the Head End via the second downstream channel

and first upstream channel. Further, according to a specific embodiment, the dynamic

channel change request may also include an upstream channel change request for causing

the network device to switch from a first upstream channel to a second upstream channel.

Alternate embodiments of the present invention are directed to a method and

computer program product for facihtating communications between a network node and a

Head End of an access network. The access network includes a plurality of nodes which

communicate with the Head End via at least one upstream channel and at least one

downstream channel. A bandwidth allocation request from the network node is received

on a first upstream channel. Traffic loads on selected upstream and downstream channels

are then analyzed for accommodating the bandwidth allocation request from the network

node. A particular downstream channel is then selected for accommodating the bandwidth

allocation request. A dynamic channel change request is then transmitted to the network

node via a first downsfream channel. According to a specific embodiment, the dynamic

channel change request may include a request for the network node to switch from the first

downstream channel to the selected downstream channel in order to thereby receive

downsfream transmissions on the selected downsfream channel.

Further embodiments of the present invention are directed to a method for

facilitating communications between the network node and a Head End of an access

network. The access network includes a pluraUty of nodes which communicate with the

Head End via at least one upstream channel and at least one downstream channel. A

dynamic channel change request is transmitted to a network node via a first downstream

channel. The dynamic channel change request includes a request for the node to receive

downsfream transmissions on a selected downstream channel. At least one bandwidth

resource assignment is then allocated on the selected downsfream channel for

communicating with the network node. According to a specific embodiment, once it is
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detected that the network node is successfully receiving transmissions on the selected

downstream channel, at least one bandwidth resource assignment relating to the network

node may be de-allocated on the first downstream channel.

Another embodiment of the present invention is directed to a system for

5 facilitating communications between a network node and a Head End of an access

network. The access network includes a plurality of nodes. The system comprises a first

network node in communication with the Head End. The first node includes at least one

interface configured to communicate with the Head End via at least one upstream channel

and at least one downstream channel. The interface is further configured to receive a first

10 communication from the Head End via a first downstream channel. The first

commimication includes a request to perform a dynamic channel change operation. The

dynamic charmel change request includes a request to perform a downstream channel

change operation. The first node is configured to respond to the dynamic channel change

request by implementing the downstream channel change operation, thereby resulting in

15 the first node switching from the first downstream to a second downstream channel for

receiving communications from the Head End. The interface is further configured or

designed to receive commimications from the Head End via the second downstream

channel. The first node is configured to communicate with the Head End using data

received via the second downstream channel.

20 A further embodiment of the present invention is directed to a system for

facihtating communications in an access network. The access network includes a plurality

of nodes. The system comprises a Head End in communication with at least a portion of

the network nodes. The Head End includes a first interface configured to receive data

from a first network node via at least one upstream channel. The Head End includes a

25 second interface configured to transmit data to the first network node via at least one

downstream channel. The Head End is configured or designed to receive, via the first

upstream channel, a bandwidth allocation request from the first node. The Head End is

further configured to analyze traffic loads on selected upstream and downstream channels

for accommodating the bandwidth allocation request. The Head End is further configured

30 to select a particular downstream channel for accommodating the bandwidth allocation

request. The Head End is further configured to transmit to the first node, via a first

downsfream chaimel, a dynamic channel change request. According to a specific

embodiment, the dynamic channel change request may include a request for the node to
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receive downstream transmissions on a selected downstream channel which may be

different than the first downstream channel.

Another embodiment of the present invention is directed to a system for

facilitating communications in an access network. The access network includes a plurality

5 of nodes. The system comprises a Head End in communication with at least a portion of

the network nodes. The Head End includes a first interface configured to receive data

from a first network node via at least one upstream channel. The Head End includes a

second interface configured to transmit data to the first node via at least one downstream

channel. The Head End is further configured to transmit to the network node, via a first

10 downstream channel, a dynamic channel change request which includes a request for the

node to receive downstream transmissions on a selected downstream channel. The Head

End is further configured to allocate at least one bandwidth resource assignment on the

selected downstream channel for communicating with the network node. According to at

least one embodiment, the selected downstream channel is different than the first

1 5 downstream channel.

Additional features and advantages of the various aspects of the present invention

will become apparent from the description of its preferred embodiments, which

description should be taken in conjunction with the accompanying drawings.

20 BRIEF DESCRIPTION OF THE DRAWINGS

FIGURE 1 shows a specific embodiment of a cable network which may be used

with the technique of the present invention.

FIGURE 2 shows a block diagram of a conventional implementation of a cable

network 200.

25 FIGURE 3A shows a block diagram of a specific implementation of a cable

network in accordance with a specific embodiment of the present invention.

FIGURE 3B shows a block diagram of an alternate implementation of a cable

network in accordance with a specific embodiment of the present invention.

FIGURE 4 shows a block diagram of a different implementation of a cable

30 network in accordance with a specific embodiment of the present invention.

FIGURE 5 shows a flow diagram of a Bandwidth Allocation Analysis Procedure

500 in accordance with a specific embodiment of the present invention.
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FIGURE 6 shows a flow diagram of a CMTS Channel Change Procedure 600 in

accordance with a specific embodiment of the present invention.

FIGURE 5 shows a flow diagram of a Cable Modem Channel Change Procedure

700 in accordance with a specific embodiment of the present invention.

5 FIGURE 8 shows a block diagram of a Cable Modem Termination System

(CMTS) which may be used for implementing the technique of the present invention.

FIGURE 9 shows a block diagram of wireless network which may be used for

implementing the technique of the present invention.

FIGURE 10 shows a block diagram of a specific embodiment of a Cable Modem

10 Termination System (CMTS) 1000 which may be implemented using the technique of the

present invention.

FIGURE llA shows a block diagram of a Dynamic Channel Change Request

(DCC-REQ) message in accordance with a specific embodiment of the present invention.

FIGURE IIB shows a block diagram of a Dynamic Channel Change Response

1 5 (DCC-RSP) message in accordance with a specific embodiment of the present invention.

FIGURE 12 show an example of a data flow diagram illustrating how the

technique of the present invention may be implemented in a cable network.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

As described previously, each DOCSIS domain of a conventional HFC network

20 typically includes multiple upstream channels, each upstream channel being associated

with a different timeslot. In order to allow the cable modems of a particular domain to

communicate effectively with the CMTS, the standard DOCSIS protocol includes

provisions for enabling a cable modem of a selected domain to switch between upstream

channels within the selected domain. Thus, as shown in FIGURE 2, for example, if it is

25 assumed that cable modem CMl 261 is currently transmitting data to the CMTS 210 via

upstream channel fui, the CMTS 210 may use the DOCSIS protocol to instruct cable

modem CMl 261 to begin transmitting its data to the CMTS via upstream channel fm

(rather than fui). However, since most conventional DOCSIS domain implementations

include only one downstream channel, there is currently no provision in the DOCSIS

30 protocol for enabling a cable modem to switch between downstream channels in the HFC

network. Moreover, as described in greater detail below, the lack of downstream channel

change capability in HFC or other access networks limits the functionality such networks
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when implementing new and/or emerging broadband network applications such as video-

on-demand, telephony, etc.

Accordingly, the present invention provides a technique for implementing

downstream and/or upstream channel changes for selected nodes in an HFC or other

access network. According to a specific embodiment, the technique of the present

invention may be implemented as an additional feature of the standard DOCSIS protocol,

which maybe used for implementing conventional HFC networks.

FIGURE 3A shows a block diagram of a specific implementation of a cable

network in accordance with a specific embodiment of the present invention. A primary

difference between the cable network of FIGURE 3A and that of FIGURE 2 is that, in

FIGURE 3A, downstream channel A (313a) and downstream channel B (313b) are RF
combined and connected to a single optical fiber which carries the downstream signals to

both optical node A 352a and optical node B 352b. Accordingly, each of the cable

modems within Group A (360a) and Group B (360b) are able to receive both downstream

channel A and downstream channel B.

hi order to illustrate how the technique of the present invention may be used to

overcome some of the limitations associated with conventional cable network

configurations, an example of a video-on-demand application will now be described using

the network shown in FIGURE 3A. hi this example using FIGURE 3A, it is assumed that

each downstream channel (313a, 313b) is provided sufficient bandwidth for

simuhaneously broadcasting a plurality of different video streams or other video data.

Further, it is assumed that a first user connected to cable modem CMl (361) is currently

receiving a video stream on downstream channel A, and communicating with the CMTS
via upstream channel Al, and that a second user connected to cable modem CM2 (362) is

currently receiving a video stream on dovrastream channel B, and communicating with the

CMTS via upstream channel Bl. hi this example, it is further assumed that a third user

connected to cable modem CM3 desires to receive a video stream on downstream channel

A. However, in this example, there is insufficient bandwidth on downstream channel A to

provide cable modem CM3 with the desired video stream.

A preferred solution would be for the CMTS to instruct the cable modem CM3 to

switch downstream channels and receive the desired video stream on downstream channel

B (assuming that there is sufficient bandwidth on downstream channel B). However, in

conventional cable networks this option is not available to the CMTS. One reason why
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this option is not available in conventional cable networks is that this command is not

supported by such systems. Another reason is that, typically there is no synchronization

between line cards in a conventional CMTS. Thus, for example, if the CMTS 310 were

implemented using conventional techniques, line card A 303a would not be in

5 synchronization with line card B 303b. As a result, cable modem CM3 would not be able

to "Usten" to the CMTS on downstream channel B and "talk" to the CMTS on upstream

channel Al.

However, U.S. Patent Apphcation Serial No. 09/490,761 (entitled, "TECHNIQUE

FOR SYNCHRONIZING MULTIPLE ACCESS CONTROLLERS AT THE HEAD END

10 OF AN ACCESS NETWORK," and previously incorporated by reference), describes at

least one technique for synchronizing multiple line cards within a conventional CMTS.

Using the synchronization technique described in U.S. Patent Application Serial No.

09/490,761, the CM3 cable modem is be able to "listen" to the CMTS on downstream

channel B and "talk" to the CMTS on upstream channel Al. More specifically, the CM3

15 cable modem would be able to obtain current timestamp data from downstream channel B

(associated with line card B), and use this current timestamp data to synchronize itself

with line card A in order to "talk" to the CMTS via upstream channel Al.

Utilizing this synchronization technology in conjunction with the technique of the

present invention, the CMTS is able to perform traffic load balancing on the HFC network

20 of FIGURE 3A, wherein the CMTS may instruct the cable modem CM3 to switch its

downstream channel from downsfream A 313a to downstream B 313b in order to receive

the requested video stream on the downstream chaimel B. The cable modem CM3 is then

able to receive the desired video stream from the CMTS on downstream channel B, and is

able to communicate with the CMTS using any one of the upstream A channels 319.

25 According to a specific embodiment, the CMTS may include software to enable

the different line cards within the CMTS to speak to each other. Further, synchronization

between the each of the various line cards within the CMTS may be achieved, for

example, by designating each MAC confroller (e.g. 306a, 308a) as either a master or slave

time reference device, or by utilizing additional synchronization circuitry 350, as shown

30 for example, in FIGURE 3B of the drawings.

FIGURE 3B shows a block diagram of a cable network in accordance with a

specific embodiment of the present invention. As shown in FIGURE 3B, a

synchronization circuit 350 is included at the Head End of the cable network. The
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synchronization circuit 350 includes a master time reference device, which, in a specific

embodiment, is a timestamp counter referred to as the system timestamp master. The

synchronization circuitry 350 may include hardware and/or software which is used to

synchronize selected line cards within the CMTS. In a specific embodiment, the

5 synchronization circuitry resides within CMTS 310. However, in an alternate

embodiment (not shown), the synchronization circuitry may reside outside the CMTS.

According to at least one embodiment of the present invention, a master time

reference device maintains and updates current time reference data, and periodically

distributes synchronization signals to each (or a selected portion) of the MAC controllers

10 (e.g., 306, 308) within the CMTS in order to synchronize the time reference devices

located in each of the MAC controllers. The synchronization information includes current

time reference data generated by the master time reference device. In a specific

embodiment, the current time reference data is a timestamp value generated from the

master timestamp counter. Each MAC controller receiving the synchronization data is

15 configured to use the current time reference value to synchronize its internal time

reference device (e.g., timestamp counter) with the master time reference device. The

time reference devices which reside in the MAC controllers may be referred to as slave

time reference devices (or slave timestamp counters). By synchronizing each of the slave

time reference devices with a master time reference device, each MAC controller within

20 the CMTS may be synchronized with the other MAC controllers within the CMTS,

thereby resulting in each of the line cards within the CMTS being in synchronization.

It will be appreciated by one having ordinary skills in the art that other

synchronization aspects pertaining to the systems described in this application should

preferably be accounted for in order to achieve full system synchronization. Such

25 synchronization aspects are commonly known to those skilled in the art, and include, for

example, line delays, clock skew between line cards, etc.

According to a specific embodiment packets sent by any of the cable modems to

the CMTS are received at a central location, regardless of the particular upstream channel

used. The CMTS includes software and/or hardware for receiving the packets,

30 interpreting the packets, and forwarding the packets. The Head End may also include

additional hardware and/or software for managing one or more DOCSIS domains across a

plurality of line cards. This additional hardware and/or software allows the CMTS to

know specifically how each of the different domains are mapped and grouped. In a
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specific embodiment, the additional hardware and/or software resides within the CMTS.

Alternatively, the additional hardware and/or software may reside outside the CMTS.

Further, according to a specific embodiment, the logic for generating channel MAP

messages resides at some central location within the CMTS, and does not reside on the

5 individual line cards. In an alternate embodiment, each line card will include additional

hardware and/or software for generating channel MAP messages for the upstream

channels associated with that particular line card. In this latter embodiment, additional

hardware and/or software may also be included for allowing channel MAP messages

generated from a first line card to be broadcast on the downstream channel(s) of a different

10 line card.

Further, according to a specific embodiment, the system clock signal may be

derived fi-om a network source or other timing reference external to the network Head End.

For example, the clock may be derived fi-om a Tl hne connected to the network Head End.

Typically, the Tl clock has a frequency of 1.544MHz. A phase lock loop (PLL) circuit

15 may then be used to convert the Tl clock signal into a desired network clock frequency of

10.42MHz. Alternatively, the system clock signal may be derived from a Stratum clock

source such as, for example, a GPS or SONET clock source.

Figure 5 shows a flow diagram of a Bandwidth Allocation Analysis Procedure 500

in accordance with a specific embodiment on the present invention. According to a

20 specific embodiment, the Bandwidth Allocation Analysis Procedure 500 may be

implemented at the CMTS in response to receiving a bandwidth request from one or more

cable modems in the network. For purposes of illustration, the Bandwidth Allocation

Analysis Procedure of FIGURE 5 will now be interpreted with respect to the network

topology illustrated in FIGURE 3A of the drawings. In this example, it is assumed that

25 cable modem CMl 361 is currently receiving data from the CMTS via downstream

channel A 313a and transmitting data to the CMTS via upstream channel 319a. Further, it

is assumed that CMl has sent a bandwidth request to the CMTS to receive a particular

video stream which is currently being broadcast on downstream channel B 313b,

Referring to FIGURE 5, at 502 the CMTS receives a bandwidth (BW) request

30 from a particular cable modem in the access network (e.g. cable modem CMl 361). Upon

receiving a bandwidth request, the CMTS analyzes (504) traffic loads on upstream (US)

and downstieam (DS) channels to the cable modem CMl in order to determine the most

appropriate channel(s) for accommodating the bandwidth request. Thus, in the example of
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FIGURE 3A, the CMTS analyzes traffic loads on upstream channels 319 and downstream

channels 313a and 313b in the order to determine the most appropriate channels for

accommodating the CMl bandwidth request. At 506 the CMTS determines and selects

the appropriate upstream and/or downstream channels for accommodating the CMl

5 bandwidth request. Thereafter, if the chosen channel is different than either of the

channels the cable modem CMl is connected to, then the CMTS initiates or implements

(508) a CMTS channel change procedure such as that shown, for example, in FIGURE 6

ofthe drawings.

FIGURE 6 shows a flow diagram of a CMTS Channel Change Procedure 600 in

10 accordance with a specific embodiment of the present invention. According to at least one

implementation, the CMTS Channel Change Procedure 600 may be implemented or

evoked by the CMTS in order to cause one or more selected cable modems to switch their

active upstream and/or downstream channels. As stated previously, it is assumed that

cable modem CMl is currently communicating with the CMTS via downstream channel

15 313a and upstream channel 319a. At 602 the CMTS allocates bandwidth resource

assignments for the CMl bandwidth request on the newly selected upstream and/or

downstream channel(s) which the CMTS selected in the Bandwidth Allocation Analysis

Procedure of FIGURE 5. In the present example, it is assumed that the CMTS has

determined that the CMl cable modem should switch downstream channels fi-om

20 downstream channel A 3 13a to downstream channel B 313b. Thus, at 602 the CMTS will

allocate bandwidth resource assignments for cable modem CMl on downstream channel B

313b. Thereafter, according to a specific embodiment, the CMTS may begin using (606)

downstream channel B 313b to communicate with cable modem CMl. Further, according

to at least one embodiment, the CMTS also continues to use downstream channel A 313a

25 to communicate with the cable modem, in the event that the CMTS is unable to

communicate with the cable modem CMl using the newly assigned downstream channel

B313b.

At 604 the CMTS sends a dynamic channel change (DCC) request to cable modem

CMl. In the present example, the DCC request will include a downstream channel change

30 request, which instructs the cable modem to switch from downstream channel A to

downstream channel B. The CMTS then waits (608) to receive a DCC response or

acknowledgement from the cable modem. If, after a predetermined time interval Ti has

elapsed (610), the cable modem CMl has not provided a DCC response to the CMTS, the
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CMTS may transmit another DCC request to the cable modem, and again wait to receive

the DCC response. The predetermined time interval Ti may range, for example, from

several milliseconds to several minutes. According to a specific implementation, the

value of Ti is set equal to 300 milliseconds, meaning that the CMTS will transmit a

5 duplicate DCC request to the cable modem CMl if it does not receive a DCC response

from the cable modem within 300 milHseconds from the time that the previous DCC

request was transmitted.

As shown at 612, the CMTS may be configured to attempt to re-send the DCC

request to the CMl cable modem a predetermined number of times (e.g.

10 DCC_REQ_RETRY) if it continues to not receive a DCC response from the cable

modem. This predetermined number DCC_REQ_RETRY may vary depending upon

specific system preferences. According to a specific implementation, the predetermined

number DCC_REQ_RETRY may be set equal to the value 3, meaning that the CMTS will

re-send the DCC request to the CMl cable modem up to three times before declaring the

15 DCC request a failure.

If, after the CMTS has exhausted its number ofDCC request retries, it has still not

received a DCC response from the CMl cable modem, the CMTS de-allocates (614) the

bandwidth resource assignment(s) which the CMTS recently allocated on the newly

selected upsfream and/or downstream channels for accommodating the CMl bandwidth

20 request. Thereafter, the CMTS may generate (616) an error message stating that the DCC

request to the CMl cable modem has failed. According to a specific embodiment, this

error message, as well as other error messages generated using the technique of the present

invention, may be reported to a system administrator, and/or may also be reported to other

components within the network for appropriate processing.

25 Returning to block 608 ofFIGURE 6, it is now assumed that the CMTS receives a

DCC response from the desired cable modem (e.g. CMl). Once the CMTS receives the

DCC response from the desired cable modem, the CMTS attempts to determine (618)

whether the cable modem CMl has successfiilly implemented a DCC procedure in

accordance with the DCC request. According to a specific embodiment, the CMTS may

30 determine whether the CMl cable modem has successfiilly switched over to the newly

designated downstream and/or upstream channel(s) by monitoring activity on the newly

designated channel(s). For example, if the CMTS detects that the CMl cable modem is

transmitting and/or receiving data on the newly designated channel(s), it may be assumed
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that the cable modem has successfully compHed with the DCC request. Alternatively, the

cable modem may transmit a DCC response to the CMTS via the newly designated

chaimel(s), which indicates that the cable modem is successfully receiving and/or

transmitting data on the newly designated channel(s). When the CMTS detects that the

5 cable modem has successfully complied with the DCC request, the CMTS may then de-

allocate (626) the bandwidth resoiirce assignment(s) on the old channels which were

previously used to communicate with the cable modem.

However, if the CMTS does not detect that the cable modem has successfully

switched over to the newly designated upstream and/or downstream channel(s), then the

10 CMTS may wait (620) a predetermined time period T5 in order to allow the cable modem

to successfully comply with the DCC request. The value for the predetermined time

period T5 may range, for example, from several milliseconds to several minutes.

According to a specific implementation, the value T5 may be set equal to one second.

Additionally, according to one embodiment, the measurement of the time value T5 may

15 begin after the most recent issue or transmission of a DCC request to the desired cable

modem. Ahematively, the measurement of the time value T5 may begin after the CMTS

receives a DCC response firom the desired cable modem via the old channel(s) (e.g. the

chamiel(s) used by the cable modem to communicate with the CMTS prior to receiving the

DCC request). It will be appreciated that, during this time, bandwidth resource

20 assignments may be allocated to the CMl cable modem on both the newly designated

channel(s) and the previous channel(s) being used by the CMl cable modem.

If, after the time period T5 has elapsed, the CMTS is not able to detect that the

CMl cable modem has successfully comphed with the DCC request, the CMTS may de-

allocate (622) the bandwidth resource assignments on the newly designated upstream

25 and/or downstream channel(s). Thereafter, the CMTS may report (624) an error

specifying a DCC response failure at the CMl cable modem.

FIGURE 7 shows a flow diagram of a Cable Modem Dynamic Channel Change

Procedure 700 in accordance with a specific embodiment of the present invention. A

separate instance of the Cable Modem Channel Change Procedure 700 may be

30 implemented at each or a portion of the cable modems in the cable network, hi the

example of FIGURE 7, it is assumed that the Cable Modem Channel Change Procedure

700 is implemented at cable modem CMl 361 of FIGURE 3A. As shown at 702 of

FIGURE 7, it is initially assumed that the cable modem CMl is operational and
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successfully communicating with the CMTS via a specific upstream channel and a specific

downstream channel (referred to as the old channel(s)). At 704 the cable modem

determines whether it has received a DCC request from the CMTS. Upon receiving a

DCC request, the cable modem determines (706) whether it is already using one or more

of the newly designated channels specified in the DCC request. If the cable modem

determines that it is already using the channel(s) specified by the DCC request to

communicate with the CMTS, the cable modem sends (708) a DCC response to the

CMTS. In this way, the CM Channel Change Procedure is able to deal with any lost or

dropped DCC response or DCC request messages. For example, if the CMl cable modem

transmits a DCC response which is dropped before reaching the CMTS, the CMTS may

re-transmit the DCC request to the CMl cable modem. When the cable modem receives

the subsequent, duplicate DCC request, it recognizes that it is already using the newly

designated upstream/downstream chaimel(s), and transmits a DCC response to the CMTS

via the new channel(s).

However, if the cable modem determines that it is not using the newly designated

channel(s) specified by the DCC request, the CM transmits (710) a DCC response to the

CMTS via the old upstream channel, and attempts to implement a DCC operation in

accordance with the DCC request. According to a specific embodiment, the DCC request

may include an upstream and/or downstream channel change request, hi performing the

dynamic channel change operation, the cable modem will attempt to switch (712) over to

the newly designated channel(s) specified by the DCC request. Additionally, after

switching to the newly designated channel(s), the cable modem may perform any ranging

and/or registration procedures, if required. For example, ranging and/or registration

procedures may be required, for example, (1) where the newly designated channel(s)

correspond to a new DOCSIS domain or a different CMTS line card which is not in

synchronization with the old channel(s) that the cable modem was previously using, or (2)

where the newly designated channel(s) are not under the control of the CMTS 310.

At 714 the cable modem attempts to determine whether it is able to successfully

communicate with the CMTS via the newly designated channel(s). Assuming that the

cable modem is able to successfully communicate with the CMTS on the new channel(s),

the cable modem may transmit (726) a DCC response to the CMTS via the newly

designated channel(s), and then returns to its normal operational state (702). It will be

appreciated that, where the DCC request only involves a downstream channel change, the
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cable modem will continue to transmit DCC responses to the CMTS via the old upstream

channel. However, successful transmission of data on the upstream channel is conditional

upon successful reception of data on the downstream channel. Thus, if the CM is not able

to successfully receive data on the new downstream channel, it will not be able to

5 successfully transmit data on the old upstream channel. Additionally, according to a

specific embodiment, different types of DCC responses may be generated by the CM

depending on whether the DCC response relates to the CM departing firom the old channel

or relates to the CM arriving on the new channel.

If the cable modem determines that it is not able to successfully communicate with

10 the CMTS via the newly designated channel(s), the cable modem will return (716) to the

old channel(s) which it was using to communicate with the CMTS before receiving the

DCC request. If the DCC request included a request for the cable modem to perform

reconfiguration when switching over to the newly designated channel(s), then the cable

modem will determine (718) that it needs to reinitialize itself in order to communicate

15 with the CMTS on the old channel(s). Accordingly, the cable modem will re-initialize

(720) itself.

Assxraiing, however, that the cable modem was not requested to perform a

reconfiguration, at 722 it will attempt to send a DCC response to the CMTS which

includes information relating to the status of its failure. At 724, the cable modem attempts

20 to determine whether it is able to successfully communicate with the CMTS using the old

channel(s). If the cable modem is able to successfully communicate with the CMTS on

the old channel(s), then it may return to its normal operating state. However, if the cable

modem is unable to successfully communicate with the CMTS on the old channels, it may

then re-initialize (720) itself in order to return to normal operation on the old channel(s).

25 FIGURE 4 shows a block diagram of a cable network topology in accordance with

a specific embodiment of the present invention. The embodiment of FIGURE 4 is similar

to that of FIGURE 3A, with the exception that each optical node (e.g. optical node A

452a, optical node B 452b) is coupled to both the downstream and upstream channels on

each line card within the CMTS 410. Thus, according to this configuration, each cable

30 modem in the network is provided access to each of the upstream and downstream

channels associated with Hne cards A and B. It will be appreciated that the network

topology of FIGURE 4 may be used to implement dynamic channel change in cable

networks which do not have synchronized line cards.
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In conventional CMTS configurations, each line card in the system includes a

separate MAC controller which is responsible for implementing a DOCSIS MAC protocol

between the CMTS and the cable modems serviced by that particular line card. Each

MAC controller has its own unique timestamp counter which generates its own local time

reference. Thus, each line card in the system operates according to its own local time

reference, and is not synchronized with other line cards in the system. Further, each hne

card in the system periodically distributes a timestamp value of its local time reference to

the respective group of cable modems serviced by that line card. For this reason, a first

group of cable modems serviced by a first line card will not be in synchronization with a

second group of cable modems serviced by a second Hne card at the CMTS.

In the example of FIGURE 4, if it is assumed that Une card A 403 is not in

synchronization with line card B 404, dynamic channel change may be implemented at a

selected cable modem (e.g. CM 1 461) by including in the DCC request instructions for the

cable modem to switch both its upstream and downstream channels simultaneously. Thus,

for example, if cable modem CMl is initially communicating with the CMTS 410 via

downstream channel A 413a and upstream channel Al 419a, and the CMTS determines

that the cable modem CMl should switch to downstream channel B 413b, it will send a

DCC request to the cable modem specifying that the cable modem should simultaneously

switch both its upstream and downstream channels, where the new downstream channel is

downstream channel B 413b, and the new upstream channel is one of the upstream

channels 429 associated with line card B. If the new channels belong to a different

domain, then the cable modem may be required to reconfigure itself and/or reinitialize

itself before using the new channels associated with line card B. It will be appreciated that

the network topology of FIGURE 4 is not necessarily limited to asynchronous hne cards.

The network topology shown in FIGURE 4 may also be used to implement DCC in cable

networks which have synchronized line cards and/or MAC controllers.

Further, it will be appreciated that the DCC technique of the present invention may

be implemented in cable networks where one or more cable modems have observability of

multiple upstream and/or multiple downstream channels. According to a specific

embodiment, the technique of the present invention may be applied in cable networks

where single MAC controllers control multiple downstream channels, and may also be

applied between downstream channels in cable networks which may or may not have

synchronized MAC controllers.
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One advantage of the technique of the present invention is that it allows different

upstream and/or downstream ports on different line cards to be grouped together within

the same DOCSIS domain. This, in turn, provides the advantage of allowing greater

flexibility in the design of line card interfaces. Furthermore, since different ports on

different line card interfaces may be assigned to the same domain, the cable operator or

service provider is allowed greater flexibility and scalability in configuring different

domains to suit the needs specific applications such as, for example, telephony, video-on-

demand, etc. Several of these advantages are illustrated by way of example in the

description ofFIGURE 10.

FIGURE 10 shows a block diagram of a specific embodiment of a Cable Modem

Termination System (CMTS) 1000 which maybe implemented using the technique of the

present invention. As shown in FIGURE 10, separate upstream and downstream line cards

may be provided within the CMTS, which offers greater flexibility and scalability to the

cable operator or service provide when configuring particular domains in the network to

be optimized for specific apphcations. Thus, as shown in FIGURE 10, a first line card

1004 includes a plurahty of downstream channels or downstream transmitters 1005, and a

second line card 1012 includes a plurality of upstream receivers 1045. By synchronizing

each of the line cards in accordance with the technique of the present invention, it is then

possible to dynamically assign (via software) a first group of upstream and downstream

channels to a first domain, a second group of upstream and downstream channels to a

second domain, and so on. hi this way, the service provider is provided with tremendous

flexibility in being able to group any combination of upstreams and/or downstreams

together within a single domain. As long as the MAP messages, timestamp

synchronization messages, and upstream channel descriptors are distributed appropriately,

any number ofDOCSIS domains maybe implemented, wherein each domain includes any

desired combination of upstream and downstream channels available at the CMTS. This

provides the cable operator or service provider tremendous flexibihty when configuring a

cable network or other access network to suit specific applications. For example, video-

on-demand apphcations are downstream bandwidth intensive, and therefore the service

provided may wish to configure a domain for this application which includes a large

number of downstream channels and a relatively few number of upstream channels.

However, for voice applications, the service provider may wish to configure the network

differently. Since voice apphcations, such as telephony, for example, use approximately
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symmetrical bandwidth, it may be preferable to configure a CMTS (or one or more line

cards within the CMTS) to include an appropriate ratio of upstream and downstream

channels within each domain in order to provide each domain with symmetrical

bandwidth.

5 The present invention provides total flexibility in allowing one to group together

any combination of upstream and/or downstream ports across different line cards into a

single domain. Additionally, the technique of the present invention provides the added

benefit of allowing the user to dynamically modify the number of upstream and/or

downstream channels within a particular domain by reassigning selected ports (on one or

10 more different hne cards) to different domains. Further, using the technique of the

present invention, the cable operator is able to implement such modifications without

having to install additional hardware (e.g., line cards) at the CMTS. Additionally, the

technique of the present invention provides added flexibility in network implementation

by allowing DOCSIS (or MAC) domains to be dynamically configurable via software.

15 Additionally, the technique of the present invention is particularly useful or

advantageous in access networks implementing redundancy protocols. Referring to

FIGURE 4, for example, it may be assumed that the cable modems of Group A 460a

communicate with the CMTS via downstream channel A 413a, and upstream channels

419, and that the cable modems of Group B 460b communicate with the CMTS via

20 downstream channel B 413b, and upstream channels 429. In accordance with the

technique of the present invention, if a failure is detected on line card A, for example, the

Group A modems are able to be switched over to the upstream/downstream channels

associated with line card B.

In addition to providing benefits for redundancy protocols, the technique of the

25 present invention provides for seamless downstream channel change at the cable modem

end. In this way the CMTS may perform dynamic traffic load balancing across the HFC

network, thereby allowing more bandwidth to be shared among the cable modems.

Seamless downstream channel change also provides benefits in facilitating multi-service

convergence of voice, video, and high-speed data applications. These issues become

30 increasingly important as streaming media and video streams are multiplexed onto the

same data network.
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Dynamic Channel Change Request (DCC-REO)

A Dynamic Channel Change Request (DCC-REQ) may be transmitted by a CMTS

to cause a DCC-enabled cable modem (CM) to change the upstream channel on which it is

transmitting, the downstream channel on which it is receiving, or both. An example of the

5 format of a DCC-REQ message is shown in FIGURE 11A of the drawings.

FIGURE 11A shows a block diagram of a Dynamic Channel Change Request

(DCC-REQ) message in accordance with a specific embodiment of the present invention.

As shown in FIGURE 11A the DCC-REQ message 1100 may include a MAC
management message header portion 1102 and a payload or information portion 1104.

10 The length of the DCC-REQ message may be n bits, where n is a predetermined constant

which may vary depending upon network parameters. According to a specific

implementation, the value n is set equal to 32 bits, hi accordance with at least one

embodiment, the DCC-REQ message may include one or more of the following

parameters, some ofwhich may be coded, for example, as TLV tuples:

15 Transaction ID (1106) - an n-bit unique identifier for the DCC transaction

assigned by the sender. The value for n may vary, depending upon system design

constraints. According to a specific implementation, the value n may be set equal to n =

16 bits. Additionally, according to a specific implementation, the Transaction ID is not

encoded as a TLV tuple.

20 Upstream Channel ID — the identifier of the upstream channel to which the CM is

to switch for upstream transmissions. When present, this TLV specifies the new upstream

channel ID that the CM may use when performing a Dynamic Channel Change. The

CMTS may ensure that the Upstream Channel ID for the new channel is different than the

Upstream Channel ID for the old channel. This TLV may be included if the upstream

25 channel is changed, even if the Upstream Channel Descriptor (UCD) substitution TLV is

included.

Downstream Parameters - when present, this TLV specifies the operating

parameters of the new downstream channel, including, for example, the fi-equency of the

downstream channel to which the CM is to switch for downstream reception, downstream

30 channel identifier, modulation type, symbol rate, interleaver depth, etc. According to a

specific embodiment the downstream frequency value represents the center frequency of

the downstream channel in Hz. Additionally, the downstream channel identifier TLV

specifies the downstream channel identifier of the new downstream channel. The CMTS
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may ensure that the Downstream Channel ID for the new channel is different than the

Downstream Channel ID for the old channel.

hiitiahzation Technique ~ provides directions for the type of initialization, if any,

that the CM may perform once synchronized to the new channel(s). When present, this

5 TLV allows the CMTS to direct the CM as to what level of re-initialization, if any, it may

perform before it can commence communications on the new chaimel(s). The CMTS can

make this decision based upon its knowledge of the differences between the old and new

MAC domains and the PHY characteristics of their upstream and downstream channels.

Typically, if the move is between upstream and/or downstream channels within the same

10 MAC domain, then the connection profile values may be left intact. If the move is

between different MAC domains, then a complete initialization may be performed. If a

complete re-initialization is not required, some re-ranging may still be required. For

example, areas of upstream spectrum are often configured in groups. A DCC-REQ to an

adjacent upstream channel within a group may not warrant re-ranging. Alternatively, a

15 DCC-REQ to a non-adjacent upstream channel might require station maintenance whereas

a DCC-REQ firom one upstream charmel group to another might require initial

maintenance. Re-ranging may also be required if there is any difference in the physical

layer parameters between the old and new channels. According to a specific embodiment

the re-initialization process implemented by the CM may include, for example, obtaining a

20 UCD, ranging, establishing IP connectivity, establishing time of day, transfer of

operational parameters, registration, baseline privacy initialization, etc. In at least one

implementation, if a CM performs a channel change without performing a re-initialization,

then all the configuration variables of the CM may remain constant, with the exception of

the configuration variables which may be changed. According to a specific

25 implementation, the CM may not be aware of any configuration changes other than the

ones that have been supplied in the DCC command. In this situation, includency in

provisioning between the old and new charmels is preferable.

UCD Substitution - provides a copy of the Upstream Channel Descriptor (UCD)

for the new channel. According to a specific embodiment, this TLV may occur once and

30 include one UCD. When present, this TLV allows the CMTS to send an Upstream

Charmel Descriptor message to the CM. This UCD message is intended to be associated

with the new upstream and/or downstream channel(s). The CM may store this UCD

messages in its cache, and use it after synchronizing to the new channel(s). The CMTS
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may ensure that the change count in the UCD matches the change count in the UCDs of

the new channel(s). According to a specific embodiment, if the CM has to wait for a new

UCD message when changing channels, then the DCC operation may be suspended for a

predetermined time interval, or longer if the UCD message is lost.

5 SYNC Substitution - when present, this TLV allows the CMTS to inform the CM

to wait or not wait for a SYNC message before proceeding with the DCC operation. The

CMTS may have synchronized timestamps between the old and new channel(s) if it

instructs the CM to not wait for a SYNC message before transmitting on the new channel.

Synchronized timestamps implies that the timestamps are derived from the same clock and

10 include the same value. If the SYNC Substitution TLV is absent, the CM may wait for a

SYNC message on the new channel before proceeding. If the CM has to wait for a new

SYNC message when changing channels, then operation may be suspended for a

predetermined time interval, or longer if the SYNC message is lost or is not synchronized

with the old channel(s). An alternative approach is to send SYNC messages more

15 frequently (every 10 ms for example), and continue to require the CM to wait for a SYNC

message before proceeding. This approach may result in slightly more latency, but

provides an additional check to prevent the CM from transmitting at an incorrect time

interval.

SAID Substitution -- a pair of Security Association Identifiers (SAID) which

20 include the current SAID and the new SAID for the new channel. According to a specific

embodiment, this TLV may occur once if the SAID requires substitution. When present,

this TLV allows the CMTS to replace the Security Association Identifier (SAID) in the

current Service Flow with a new Security Association Identifier. The baseline privacy

keys associated with the SAID may remain the same. According to a specific

25 embodiment, the CM does not have to simultaneously respond to the old and new SAID.

Service Flow Substitution -- a group of sub-TLVs which allows substitution in a

Service Flow of the Service Flow Identifier, Service Identifier, Classifier Identifier, and/or

the Payload Header Suppression Index. According to a specific embodiment this TLV

may be repeated for every Service Flow which has parameters requiring substitution.

30 When present, this TLV allows the CMTS to replace specific parameters within the

current Service Flows on the current channel assignment with new parameters for the new

channel assignment. According to a specific embodiment, a separate Service Flow

Substitution TLV is used for each Service Flow that requires changes in parameters. The
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CMTS may choose to do this to help facihtate setting up new QuaUty of Service (QoS)

reservations on the new channel before deleting QoS reservations on the old channel.

According to a specific implementation, the CM does not have to simultaneously respond

to the old and new Service Flows. The Service Flow Substitution TLV allows resource

assignments and services to be moved between two independent ID value spaces and/or

scheduling entities by changing the associated IDs and indexes. ID value spaces that may

differ between the two channels include, for example, the Service Flow Identifier, the

Service ID, the Classifier Identifier, the Payload Header Suppression hidex, etc.

Unsolicited Grant Time Reference Substitution ~ when present, this TLV allows

the CMTS to replace the current Unsolicited Grant Time Reference with a new

Unsolicited Grant Time Reference. This TLV is useful if the old and new upstream use

different time bases for their time stamps. This TLV is also useful if the UnsoHcited Grant

transmission window is moved to a different point in time. However, changing this value

may cause operation to temporarily exceed the specified jitter window.

If privacy is enabled, a DCC-REQ may also include a HMAC-Digest attrubute.

According to a specific embodiment the HMAC-Digest attribute is a keyed message digest

(to authenticate the sender). The HMAC-Digest attribute may be the final attribute in the

Dynamic Channel Change message's attribute hst.

Dynamic Channel Change Response fPCC-RSP)

Each cable modem of the cable network may be configured to support Dynamic

Channel Change. If a CM supports Dynamic Channel Change, a Dynamic Channel

Change Response (DCC-RSP) may be transmitted by the CM to the CMTS in response to

a received DCC-REQ message to indicate that it has received and is complying with the

DCC-REQ. An example of the format of a DCC-RSP message is shown in FIGURE 1 IB

of the drawings, described in greater detail below.

Before the CM begins to switch to a new upstream or downstream channel, the

CM may transmit a DCC-RSP on its current or active upstream channel. When a CM

receives a DCC-REQ message requesting that it switch to an upstream and/or downstream

channel that it is already using, the CM may respond with a DCC-RSP message on that

channel indicating that it is already using the correct channel. According to a specific

embodiment, a CM may ignore a DCC-REQ message while it is in the process of

performing a channel change. After switching to a new channel, if the Media Access
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Controller of the CM was not re-initialized, the CM may send a DCC-RSP message to the

CMTS.

FIGURE 1 IB shows a block diagram of a Dynamic Channel Change Response

(DCC-RSP) message in accordance with a specific embodiment of the present invention.

As shown in FIGURE 1 IB the DCC-RSP message 1150 may include aMAC management

message header portion 1152 and a payload or information portion 1154. The length of

the DCC-RSP message may be m bits, where m is a predetermined constant which may

vary depending upon network parameters. According to a specific implementation, the

value m is set equal to 32 bits. In accordance with at least one embodiment, the DCC-

RSP message may include one or more of the following parameters, some of which may

be coded, for example, as TLV tuples:

Transaction ID (1156) - a Transaction ID derived from a corresponding DCC-

REQ message. According to a specific implementation, the Transaction ID is not encoded

as a TLV tuple.

Confirmation Code (1158) - a Confirmation Code relating to the DCC-REQ.

According to a specific implementation, the Confirmation Code is not encoded as a TLV

tuple.

HMAC-Digest ~ the HMAC-Digest Attribute is a keyed message digest which

may be used, for example, to authenticate the sender.

CM Jump Time ~ timing parameters describing when the CM may make the jump.

When present, this TLV allows the CM to indicate to the CMTS when the CM plans to

perform its jump and be disconnected from the network. With this information, the

CMTS may take preventative measures to minimize or to eliminate packet drops in the

downstream due to the channel change. According to a specific embodiment, the CM

Jump Time parameters may include, for example:

Length of Jump - this TLV indicates to the CMTS the length of the jump

from the previous channel to the new channel. Specifically, it represents the length

of time that the CM may not be able to receive data in the downstream.

Start Time of Jump ~ when present, this TLV indicates to the CMTS the

time in the friture that the CM is planning on making the jump. If the value of the

start time is less than the current timestamp, the CMTS may assume one roll-over

of the timestamp counter has elapsed. The accuracy of the start time is an absolute

Attorney Docket No. CISCP145 28



amount oftime before and after the start time. The potential jump window is from

(start time - accuracy) to (start time + accuracy + length).

Dynamic Channel Change -- Acknowledge (DCC-ACK)

A Dynamic Channel Change Acknowledge (DCC-ACK) may be transmitted by a

CMTS in response to a received Dynamic Channel Change Response message on the new

channel with its Confirmation Code set to arrive. The format of a DCC-ACK message

may be similar to the format ofthe DCC-REQ shown, for example, in FIGURE 1 1A of the

drawings. Thus, for example, the DCC-ACK message may include a MAC management

message header portion and a payload or information portion. The DCC-ACK message

may also include one or more of the following parameters, some of which may be encoded

as TLV tuples:

Transaction ID ~ a Transaction ID derived from a corresponding DCC-RSP.

HMAC-Digest ~ a keyed message digest used, for example, to authenticate the

sender.

DCC General Operation

At any time after registration, the CMTS may direct the CM to change its

downstream and/or upstream channel. This may be done for a variety of reasons, such as,

for example, traffic balancing, noise avoidance, etc. The DCC command can be used to

change only the upstream frequency, only the downstream frequency, or both the upstream

and downstream frequencies. When only the upsfream or only the downstream frequency

is changed, the change is typically within a MAC domain. When both the upstream and

downsfream frequencies are changed, the change may be within a MAC domain, or

between MAC domains. The Downstream Channel ID and the Upstream Channel ID may

both be unique between the old and new channels. In this context, the "old" channel(s)

refer to the channel(s) that the CM was using to communicate with the CMTS before the

jump, and the "new" channel(s) refer to the channel(s) that the CM will use to

communicate with the CMTS after the jump.

Upon synchronizing with the new upsfream and/or downstream channel, the CM

may use the technique specified in the DCC-REQ hiitialization Technique TLV, if

present, to determine if it may perform re-initialization, only ranging, or neither. If this

TLV is not present in DCC-REQ, the CM may re-initialize its MAC on the new channel

assignment. According to a specific embodiment, if the CM has been instructed to re-
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initialize, then the CMTS will not wait for a DCC-RSP to occur on the new channel. If

the CM is being moved within a MAC domain, then a re-initialization may not be

required. Ahematively, if the CM is being moved between MAC domains, then a re-

initialization may be required. Re-initializing, if requested, is done with the new upstream

and channel assignments. It includes obtaining upstream parameters, establish IP

cormectivity, estabUsh time of day, transfer operational parameters, register, and initiahze

baseline privacy. According to a specific embodiment, if re-initialization is performed,

the CM will not send a DCC-RSP on the new chaimel.

The decision to re-range is based upon the CMTS's knowledge of any path

diversity that may exist between the old and new channels, or if any of the fundamental

parameters of the upstream or downstream channel such as symbol rate, modulation type,

or minislot size have changed. When DCC-REQ does not involve re-initiahzation or re-

ranging, the design goal of the CM may typically be to minimize the disruption of traffic

to the end user. To achieve this goal, a CM may choose to continue to use QoS resources

(such as bandwidth grants) on its current channel after receiving a DCC-REQ and before

actually executing the channel change. The CM might also need this time to flush internal

queues or reset state machines prior to changing channels.

The CM may continue to use QoS resources on the old channel, including the

transmission and reception of packets, after sending a DCC-RSP (depart) message and

prior to the actual jump. The CM may also use QoS resources on the new channel,

including the transmission and reception of packets, after the jump and prior to sending a

DCC-RSP (arrive) message. According to a specific implementation, the CMTS will not

wait for a DCC-RSP (arrive) message on the new channel before allowing QoS resources

to be used. This provision allows the Unsohcited Grant Service (USG) to be used on the

old and new channel with a minimum amount of disruption when changing channels.

The CMTS may hold the QoS resources on the current channel until a

predetermined time interval T3 has elapsed, or until it can internally confirm the presence

of the CM on the new channel assignment.. According to a specific embodiment, the

value T3 represents the maximum holding time for QoS resources for a DCC procedure,

and may range, for example, fi-om several milhseconds to several minutes. According to a

specific implementation, the value T3 may be set equal to one second, as measured from

the time that the last DCC-REQ was sent. According to a specific embodiment, the CM

may execute the departure from the old channel and the arrival at the new channel, less
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[ may
any commanded re-initialization, before the expiry of T3. Additionally, the CM

continue to use QoS resources on the current chaimel after responding with DCC-RSP and

before the expiry of T3.

According to a specific embodiment, once the CM changes channels, all previous

outstanding bandwidth requests made via the Request Information Element (IE) or

Request/Data IE are invalidated, and the CM may re-request bandwidth on the new

channel. Further, in the case of Unsolicited Grant Service in the upstream, the grants may

be implicit with the QoS reservations, and therefore do not need to be re-requested.

According to at least one embodiment, if a CM issues a bandwidth request for

more resources, and the CMTS needs to do a DCC to obtain those resources, the CMTS

may reject the bandwidth request command without allocating any resources to the CM.

The CMTS may include a confirmation code of "reject-temporary" in the response

message to the bandwidth request to indicate that the new resources may not be available

until a DCC is received. The CMTS may then follow the bandwidth request response

transaction with a DCC transaction. After the CM jumps to a new channel and completes

the DCC transaction, the CM may retry the bandwidth request command. According to

DOCSIS, bandwidth requests from the CM may include, for example, a Dynamic Service

Add (DSA) requests, a Dynamic Service Change (DSC) requests, etc.

If the CM has not changed channels after a predetermined time interval T4 has

elapsed (as measured, for example, from the time that the CM received DSA-RSP or

DSC-RSP from the CMTS) then the CM may retry the resource request. The value of T4

may range from several milhseconds to several minutes. According to a specific

implementation, the value of T4 may be set equal to a minimum value of 2 seconds.

If the CMTS needs to change channels in order to satisfy a resource request other

than a CM initiated DSA or DSC command, then the CMTS may execute the DCC

command first, and then issue a DSA or DSC command. However, if a CMTS issues a

DCC with re-initialize, the CM configuration file could cause the CM to come back to the

original channel. This scenario may result in an infinite loop. One technique for

preventing this situation is to not allow the CMTS to issue a DCC-REQ with the re-

initialize option.

According to a specific embodiment, if the CMTS issues a DCC-REQ command

and the CM simultaneously issues a DSA-REQ or DSC-REQ then the CMTS command
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takes priority. The CMTS then responds with a confirmation code of "reject-temporary" ,

and the CM proceeds with executing the DCC command

If the CM is unable to achieve communications with a CMTS on the new

channel(s), it may return to the previous channel(s) and re-initiahze its MAC. The

previous channel assignment represents a known good operating point which may speed

up the re-initialization process. Also, returning to the previous channel provides a more

robust operational environment for the CMTS to find a CM that fails to connect on the

new channel(s).

Additionally, according to a specific embodiment, if the CM receives a DCC-REQ

with the Upstream Channel ID TLV (if present) equal to the current Upstream Channel ID,

and the Downstream Frequency TLV (if present) is equal to the current downstream

fi-equency, then the CM may consider the DCC-REQ as a redundant command, and the

remaining DCC-REQ TLV parameters do not have to be executed. The CM may then

return a DCC-RSP, with a confirmation code of "reject-already-there", to the CMTS.

When the CMTS wishes to add new QoS reservations to a CM, it may be

necessary to move that CM to a new upstream and/or downsteam to achieve that goal.

During that changing of channels, it is desirable to provide the minimum of interruption to

existing QoS services such as voice over IP or video streaming sessions. This near-

seamless channel change is an important design goal of the DCC command. The CMTS

may support a near-seamless channel change. The CM may support a near-seamless

channel change. The actions below are recommended operating procedures to implement

a near-seamless channel change in accordance with a specific embodiment of the present

invention. It will be appreciated that these suggestions are based on the assumption that

both the upstream and downstream channels are changing. A subset of the list would

apply if only the upstream or downstream channel changed.

To achieve a near-seamless channel change, the CMTS:

• may duplicate all the relevant QoS reservations for the CM on the old and new

channel assignments before initiating a DCC-REQ.

• may dupUcate downstream packet flow for the CM on the old and new channel

assignments before initiating a DCC-REQ (for downstream channel changes).

• may transmit MAP messages for the new upstream channel on the old

downstream channel for at least the duration of T3, assuming that the old and new

downstream channels share the same timestamp.
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• may specify the downstream and upstream parameters of the new chaimels prior

to the CM jumping.

• may specify to not wait for a SYNC message on the new channel.

• may specify to skip initiahzation.

• may specify to skip initial maintenance and station maintenance.

• may manage service flow substitutions between old and new SIDs, SAID,

Service Flow IDs, Classifier IDs, Payload Header Suppression hidexes, and Unsolicited

Grant Time Reference as required. Service Class Names may remain the same between

the old and new channel(s).

To achieve a near-seamless channel change, the CM:

• may reply with estimates for CM Jump Time in the DCC-RSP message.

• may listen for and cache MAP messages on the old downstream that apply to

the new upstream (e.g., this may be done during time T3).

• may use the downstream parameters and the UCD in its cache from the DCC

command to force a quicker physical layer convergence when jumping.

• may NOT wait for a SYNC message after physical layer convergence and before

transmitting, if the CMTS permits the CM to do so.

• may use the cached MAPS, if available, to allow a quicker start-up time.

• may minimize the disruption of traffic in either direction by allowing traffic to

continue to flow in both directions up to the moment prior to the jump and then

immediately after resynchronization to the new channel(s) has happened.

• may queue incoming data packets that arrive during the jump, and transmit them

after the jump.

• may discard VoIP packets after the jump that have caused the upstream

Unsolicited Grant Service queue to exceed its hmit, but no more than necessary.

It will be appreciated that apphcations that are running over the DOCSIS path may

be configured or designed to cope with the loss of packets that may occur during the time

that the CM changes channels.

Example Operation

The Dynamic Channel Change technique of the present invention will now be

illustrated by way of example, with reference to FIGURE 12 of the drawings and Table 1

(below). The following example describes a scenario where the CM attempts to allocate
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new resources by transmitting a bandwidth request to the CMTS. The CMTS temporarily

rejects the request, tells the CM to change channels, and then the CM re-requests the

resources. This example (not including all exception conditions) is described below, and

illustrated in FIGURE 12:

A) An event occurs, such as the CM issuing a bandwidth request message to the

CMTS.

B) The CMTS decides that it needs to change charmels in order to service this

resource request. The CMTS responds with a bandwidth request response message which

includes a confirmation code of "reject-temporary-DCC" in the response to indicate that

the new resources are not available until a DCC is received. The CMTS now rejects any

further bandwidth request message or DSC messages until the DCC command is executed.

C) The CMTS initiates QoS reservations on the new upstream and/or downstream

channels. The QoS reservations include the new resource assignment along with all the

current resource assignments assigned to the CM. hi this example, both the upstream and

downstream channels are changed.

D) To facilitate a near-seamless channel change, since the CMTS is not sure

exactly when the CM may switch channels, the CMTS duplicates the downstream packet

flow on the old and new downstream charmels.

E) The CMTS issues a DCC-REQ command to the CM. If the CMTS does not

receive a DCC-RSP within time Ti (see, e.g., Table 1) it may retransmit the DCC-REQ up

to a maximum of "DCC-REQ Retries" (see, e.g.. Table 1) before declaring the transaction

a failure. Note that if the DCC-RSP was lost in transit and the CMTS retries the DCC-

REQ, the CM may have already changed downstream channels.

F) The CM sends a DCC-RSP message (with a confirmation code indicating that it

is about to depart from the old channels) to the CMTS. The CM then cleans up its queues

and state machines as appropriate and changes channels.

G) If there was a downstream channel change, the CM synchronizes to the QAM

symbol timing, synchronizes the FEC framing, and synchronizes with the MPEG framing.

H) If the CM has been instructed to re-initialization, it does so with the new

upsfream and/or downstream channel assignment. The CM exits from the flow of events

described here, and enters a different flow of events relating to cable modem initialization

(described in detail in the DOCSIS specification).

I) The CM searches for a UCD message unless it has been supplied with a copy.

Attorney Docket No. CISCP145 34



J) The CM waits for a downstream SYNC message unless it has been instructed

not to wait for one.

K) The CM collects MAP messages unless it already has them available in its

cache.

5 L) The CM performs initial maintenance and station maintenance unless it has

been instructed to skip them.

M) The CM resumes normal data transmission with its new resource assignment.

N) The CM sends a DCC-RSP message (with a confirmation code indicating its

arrival on the new channels) to the CMTS. If the CM sends a DCC-RSP on the new

1 0 channel and does not receive a DCC-ACK from the CMTS within time T2, it may retry the

DCC-RSP up to a maximum of "DCC-ACK Retries" (see, e.g. Table 1).

O) The CMTS responds with a DCC-ACK.

P) The CMTS removes the QoS reservations from the old channels. If the

downstream packet flow was duplicated, the packet duplication would also be removed on

1 5 the old downstream channel.

Q) The CM re-issues its bandwidth request message on the new upstream channel.

R) The CMTS reserves the requested resources and responds with a bandwidth

request response message.

S) The CM finishes by transmitting a bandwidth request ACK message.
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System Name Time Reference Example Value

CMTS Ti Wait for a DCC Response on the old

channel

300 ms (Max)

CM T2 Wait for a DCC Acknowledge 300 ms (Max)

CMTS T3 Maximum holding time for QOS

resources for DCC

1 sec (Max)

CM T4 Minimum time after a DSx reject-

temp-DCC and the next retry ofDSx

command

2 sec (Min)

CMTS DCC-REQ

Retries

Number of retries on Dynamic

Channel Change Request

3

CM DCC-RSP

Retries

Number of retries on Dynamic

Channel Change Response

3

TABLE 1

5 CMTS Configurations

Generally, the techniques of the present invention may be implemented on

software and/or hardware. For example, they can be implemented in an operating system

kernel, in a separate user process, in a library package bound into network applications, on

a specially constructed machine, or on a network interface card, hi a specific embodiment

10 of this invention, the methods of the present invention are implemented in software such

as an operating system or in an application running on an operating system.

A software or software/hardware hybrid system of this invention is preferably

implemented on a general-purpose programmable machine selectively activated or

reconfigured by a computer program stored in memory. Such a programmable machine

15 may be a network device designed to handle network traffic. Such network devices

typically have multiple network interfaces. One important class of device that may be

used to implement the present invention is the Cable Modem Termination System.

Preferably, the CMTS is a "routing" CMTS, which handles at least some routing
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functions. Alternatively, the CMTS may be a "bridging" CMTS, which handles only

lower-level tasks.

FIGURE 8 provides an example of some components of a CMTS that may be used

to implement certain aspects of this invention. In the specific embodiment as shown in

FIGURE 8, a CMTS 804 provides functions on three network layers including a physical

layer 832, a Media Access Control (MAC) layer 830, and a network layer 834. Generally,

the physical layer is responsible for receiving and transmitting RF signals on the cable

plant. Hardware portions of the physical layer include a downstream modulator and

transmitter 806 and an upstream demodulator and receiver 814. The physical layer also

includes software 886 for driving the hardware components of the physical layer.

Upstream optical data signals (packets) arriving via an optical fiber node 810 are

converted to electrical signals by a receiver 812. Next, the upstream information packet

(RF electrical signals) is demodulated by the demodulator/receiver 814 and then passed to

MAC layer block 830. A primary purpose ofMAC layer 830 is to encapsulate, with MAC

headers, downstream packets and decapsulate, ofMAC headers, upstream packets. In one

embodiment, the encapsulation and decapsulation proceed as dictated by the above-

mentioned DOCSIS standard for transmission of data or other information. The MAC

headers include addresses to specific modems or to the CMTS (if sent upstream) by a

MAC layer block 830 in CMTS 804. Note that the cable modems also include MAC

addressing components. In the cable modems, these components encapsulate upstream

data with a header containing the MAC address of the CMTS.

MAC layer block 830 includes a MAC hardware portion (e.g. MAC controller)

831 and a MAC software portion 884, which together serve the above-described functions.

In a preferred embodiment, MAC hardware portion 831 is distinct from the router's

general-purpose microprocessor and is dedicated to performing some MAC layer

ftmctions.

hi specific CMTS configurations, the hardware portions of the physical layer 832

and MAC layer 830 reside on a physical hne card 820 within the CMTS. The CMTS may

include a plurality of distinct line cards which service particular cable modems in the

network. Each line card may be configured to have its own unique hardware portions of

the physical layer 832 and MAC layer 830.

After MAC layer block 830 has processed the upstream information, it is then

passed to network layer block 834. Network layer block 834 includes switching software
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882 for causing the upstream information packet to be switched to an appropriate data

network interface on data network interface 802. When a packet is received at the data

network interface 802 from an external source, the switching software within network

layer 834 passes the packet to MAC layer 830. MAC block 804 then transmits

information via a one-way communication medium to downstream modulator and

transmitter 806. Downstream modulator and transmitter 806 takes the data (or other

information) in a packet structure and converts it to modulated downstream frames, such

as MPEG or ATM frames, on the downstream carrier using, for example, QAM 64

modulation (other methods of modulation can be used such as CDMA (Code Division

Multiple Access) OFDM (Orthogonal Frequency Division Muhiplexing), FSK (FREQ

Shift Keying)). The return data is likewise modulated using, for example, QAM 16 or

QSPK. According to a specific embodiment, the modulated data is converted from IF

electrical signals to RF electrical signals (or vice-versa) using one or more electrical signal

converters (not shown). Data from other services (e.g. television) may be added at a

combiner 807. An optical converter 808 converts the modulated RF electrical signals to

optical signals that can be received and transmitted via Fiber Node 810 to the cable

modem hub.

Note that alternate embodiments of the CMTS (not shown) may not include

network layer 834. hi such embodiments, a CMTS device may include only a physical

layer and a MAC layer, which are responsible for modifying a packet according to the

appropriate standard for fransmission of information over a cable modem network. The

network layer 834 of these alternate embodiments of CMTS devices may be included, for

example, as part of a conventional router for a packet-switched network, hi a specific

embodiment, the network layer of the CMTS is configured as a cable hne card coupled to

a standard router that includes the physical layer block 832 and MAC layer block 830.

Using this type of configuration, the CMTS is able to send and/or receive IP packets to

and from the data network interface 802 using switching software block 882.

The data network interface 802 is an interface component between external data

sources and the cable system. The external data sources transmit data to the data network

interface 802 via, for example, optical fiber, microwave link, satellite link, or through

various media. The data network interface includes hardware and software for interfacing

to various networks such as, for example, Ethernet, ATM, frame relay, etc.

Attorney Docket No. CISCP145 3 8



As shown in FIGURE 8, CMTS 804 includes a central hardware block 850

including one or more processors 855 and memory 857. These hardware components

interact with software and other hardware portions of the various layers within the CMTS.

They provide general purpose computing power for much of the software. Memory 857

5 may include, for example, I/O memory (e.g. buffers), program memory, shared memory,

etc. One or more data structures used for implementing the technique of the present

invention may reside in such memory. Hardware block 850 may physically reside with the

other CMTS components. In one embodiment, the software entities 882, 884, and 886 are

implemented as part of a network operating system running on hardware 850. Preferably,

10 at least a part of the upstream/downstream channel change fimctionality of this invention

are implemented in software as part of the operating system. In FIGURE 8, such software

may be part of MAC layer software 884 and/or the switching software 882, or may be

closely associated therewith. Of course, the channel change logic of the present invention

could reside in hardware, software, or some combination of the two.

1 5 The procedures employed by the CMTS during registration and pre-registration are

preferably performed at the MAC layer of the CMTS logic. Thus, in CMTS 804, most of

the registration operations would be performed by the hardware and software provided for

MAC layer logic 830.

The operations associated with obtaining an IP address for cable modems are

20 preferably implemented at the network layer level 834. As noted, this may involve the

CMTS communicating with a DHCP server via data network interface 802, for example.

The upstream/downstream channel change techniques of this present invention

may be implemented on various general purpose Cable Modem Termination Systems. In

a specific embodiment, the systems of this invention may be specially configured CMTSs

25 such as, for example, specially configured models in the uBR-7200 and/or uBR-10,000

series of CMTSs available from Cisco Systems, Inc. of San Jose, CaUfomia. In an

alternative embodiment, the methods of this invention may be implemented on a general-

purpose network host machine such as a personal computer or workstation. Further, the

invention may be at least partially implemented on a card (e.g., an interface card) for a

30 network device or a general-purpose computing device.

Although the system shown in FIGURE 8 represents one specific CMTS

architecture of the present invention, it is by no means the only CMTS architecture on
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which the present invention can be implemented. For example, other types of interfaces

and media could also be used with the CMTS.

Regardless of network device's configuration (for cable plants or otherwise), it

may employ one or more memories or memory modules (e.g., memory 857) configured to

store program instructions for the network operations and other functions of the present

invention described herein. The program instructions may specify an operating system

and one or more applications, for example. Such memory or memories may also be

configured to store data structures or other specific non-program information described

herein.

Because such information and program instructions may be employed to

implement the systems/methods described herein, the present invention relates to

machine-readable media that include program instructions, state information, etc. for

performing various operations described herein. Examples of machine-readable media

include, but are not hmited to, magnetic media such as hard disks, floppy disks, and

magnetic tape; optical media such as CD-ROM disks; magneto-optical media such as

floptical disks; and hardware devices that are specially configured to store and perform

program instructions, such as read-only memory devices (ROM) and random access

memory (RAM). The invention may also be embodied in a carrier wave travelling over an

appropriate medium such as airwaves, optical lines, electric lines, etc. Examples of

program instructions include both machine code, such as produced by a compiler, and files

containing higher level code that may be executed by the computer using an interpreter.

It will be appreciated by one having ordinary skill in the art that the technique of

the present invention may be implemented in any computer network having a standardized

protocol for utilizing a central termination system (e.g. Head End) to schedule time slots

for remote stations or nodes on a return (or upstream) channel, hi wireless networks, the

central termination system may be referred to as a Head End or wireless base station, hi

satellite networks, the central termination system may be referred to as a master

controlling station.

Other Embodiments

While the discussion to this point has focused on upstrem and downstream channel

change techniques for cable networks, the technology of the present invention may be

apphed to any access or shared-access network having a plurahty of hosts or nodes which
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share at least one channel for communicating with at least one "Head End" in the network.

Examples of shared-access networks include, in addition to cable networks, wireless

networks, Ethernet, FastEthemet, GigabitEthemet, LANs, etc. hi the cable network, the

plurality of nodes represents a plurality of cable modems that communicate with at least

one CMTS at the centralized termination system using at least one shared-access upstream

and downstream channel.

hi general, the methods and apparatus described above may be implemented on a

traffic handling device (e.g., a router) for providing upstream and downstream channel

change capabiUty in a network having at least one traffic handling device (e.g., another

router) that provides normal service to a host, hi the wireless system (e.g., represented by

FIGURE 9) the plurality of nodes or hosts corresponds to the plurahty of wireless nodes

950 which use at least one shared access channel to communicate with at least one access

control system 922 located at the Head End of the wireless system.

As shown in FIGURE 9, the wireless system includes a central termination system

(or Head End) 920. The Head End includes an access controller or access control system

(ACS) 922 which communicates with a plurality of wireless nodes 950, and coordinates

access between each of the wireless nodes and the Head End 920. The access controller

922 may include memory and at least one processor, hi a specific embodiment, the

function of the access controller 922 is analogous to that of the CMTS described above

with respect to cable modem networks. It may serve as a router as well.

The Head End 920 communicates with a plurality of wireless nodes 950 via any

one of a plurality of wireless transmitting and receiving devices 910. As shown in

FIGURE 9, for example, the plurahty of wireless transmitting and receiving devices 910

may include satellite base stations 902, orbital satellites 906, radio towers 904, etc.

In a specific embodiment which is analogous to that of cable modem networks, the

Head End 920 of the wireless computer system communicates with the plurality of nodes

950 via one or more downhnk channels 907 and one or more uplink channels 909. Each

downlink channel 907 is a broadcast-type channel utiUzed by the Head End to

communicate with an associated group of wireless nodes within the wireless network.

The uplink channel 909 is a shared-access channel, which is utilized by a group of

wireless nodes (analogous to cable modems) to communicate with the Head End 920. The

access controller 922 stores registration parameters for the various nodes that it services. It

may also store the IP addresses for nodes that it services.
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In a specific embodiment of the present invention, the registration process and

information is similar to that of the cable network CMTSs described above. Moreover,

the technique of the present invention for upstream/downstream channel change capability

over a shared access data network may be implemented in wireless system 900.

The wireless devices or nodes 950 may include any one of a number of wireless

transmitting/receiving devices. For example, a satellite dish 952 may be used to

communicate with the Head End 920 via the uplink and downhnk channels. The satellite

dish may, in turn, be connected to a local area network (LAN) 930 which, may be further

connected to one or more computer systems 932. Another wireless device may be a

portable/wireless computer system 954, which is able to transmit and receive information

to the Head End via uplink and downlink channels 907 and 909. Other wireless devices

956 may include, for example, wireless telephones, handheld computing devices, etc.

In specific embodiments where the uplink and downlink channels within the

wireless system 900 are utilized in a manner similar to that of the upstream and

downstream channels of a cable modem network, the above-described channel change

techniques may easily be implemented in wireless system 900 using the detailed

description of the present invention provided herein. Moreover, the technique of the

present invention may be easily implemented in any computer network which uses shared

access channels for communicating between a centralized computing system and one or

more remote nodes.

It will be appreciated that the technique of the present invention is not limited to

cable networks, and may be appUed to any access data network which uses at least one

shared access communication channel to communicate between a plurality of nodes in the

network and a Head End of the network.

Attached to this apphcation as Attachment A is a document entitled, "Dynamic

Channel Change Proposal for DOCSIS 1.1", by John T. Chapman of the present inventive

entity. That document is herein incorporated by reference in its entirety for all purposes.

It is to be noted that the Dynamic Channel Change Proposal of Attachment A has been

drafted as a proposal for incorporation into the current DOCSIS 1.1 standard. For this

reason, the language describing the dynamic channel change proposal has been drafted

using a format similar to that of the current DOCSIS specification, whereby a specific

embodiment of the DOCSIS standard is defined using absolute and unambiguous terms

(such as, for example, the terms "must" and "shall"). It will be appreciated, therefore, that
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the Dynamic Channel Change Proposal of Attachment A merely defines a specific

embodiment of the dynamic channel change technique of the present invention. Alternate

embodiments of the dynamic channel changing technique of the present invention may be

derived by modifying various features of the specific embodiment defined by the dynamic

chaimel change proposal described herein. Such modifications will be apparent to one

having ordinary skill in the art.

Although several preferred embodiments of this invention have been described in

detail herein with reference to the accompanying drawings, it is to be understood that the

invention is not limited to these precise embodiments, and at various changes and

modifications may be effected therein by one skilled in the art without departing fi-om the

scope of spirit of the invention as defined in the appended claims.
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IT IS CLAIMED:

1. A method for facilitating communications between a network node and a

Head End of an access network, the access network including a plurality of nodes which

5 communicate with the Head End via at least one upstream channel and at least one

downstream channel, the at least one downstream channel including a first downstream

channel and a second downstream channel, the method comprising:

receiving a first communication from the Head End via the first downstream

charmel, said first communication including a request to perform a dynamic channel

10 change operation, said dynamic channel change (DCC) request including a request to

perform a downstream channel change operation;

responding to the dynamic channel change request by implementing the

downstream channel change operation;

receiving a second communication from the Head End via the second downstream

1 5 channel; and

communicating with the Head End using data received on the second downstream

channel.

2. The method of claim 1 wherein implementing the dynamic channel change

20 operation comprises switching from the first downstream channel to the second

downstream charmel to receive communications from the Head End.

3. The method of claim 1 fiirther comprising communicating with the Head

End using data received on the first downstream channel prior to performing the dynamic

25 channel change operation.

4. The method of claim 2 wherein implementing the dynamic channel change

operation fiirther comprises determining whether said second downstream channel is

currently being used for receiving communications from the Head End.

30

5. The method of claim 2 fiirther comprising transmitting a dynamic channel

change response to the Head End in response to receiving the dynamic channel change

request.
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6. The method of claim 2 wherein the downstream channel change operation

is implemented at the network node.

5 7. The method of claim 1 , wherein the method further comprises:

determining whether data transmitted at the Head End is successfully received on

the second downstream channel; and

switching from the second downstream channel to the first downstream channel in

response to a determination that data transmitted at the Head End can not be successfully

10 received on the second downstream channel.

8. The method of claim 1 wherein said access network is a wireless network.

9. The method of claim 1 wherein said access network is a cable network,

15 said plurality of nodes are cable modems, and wherein said Head End comprises a Cable

Modem Termination System (CMTS).

1 0. The method of claim 1 further comprising:

receiving a request from the Head End to switch from a first upstream channel to a

20 second upstream channel; and

switching to said second upsfream channel and said second downstream channel at

substantially the same time.

1 1 . The method of claim 1 0 further comprising:

25 switching from a first upsfream channel to a second upstream channel for

transmitting data to the Head End; and

switching from the first downstream channel to the second downstream channel for

receiving data from the Head End.

30 12. The method of claim 10 wherein the switching of the upstream and

downstream channels results in a switching between a first domain and a second domain

of the access network.
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13. The method of claim 12 further comprising initiating a domain registration

procedure after successfully switching the upstream and downstream channels.

14. The method of claim 13 further comprising initiating a ranging procedure

5 after successfully switching the upstream and downstream channels.

15. The method of claim 10 wherein the first and second downstream channels

are not in synchronization.

10 16. A method for facilitating communications between a network node and a

Head End of an access network, the access network including a plurality of nodes which

communicate with the Head End via at least one upstream channel and at least one

downstream channel, the at least one downstream channel including a first downstream

channel and a second downstream channel, the method comprising:

15 receiving, on a first upstream channel, a bandwidth allocation request from a first

network node;

analyzing traffic loads on the at least one upstream and downstream channels for

accommodating the bandwidth allocation request from the first node;

selecting a particular downstream channel for accommodating the bandwidth

20 allocation request from the node;

transmitting to the node, via a first downstream channel, a dynamic channel change

request.

17. The method of claim 16 wherein the dynamic channel change request

25 includes a request for the node to receive downstream transmissions on said selected

downstream channel.

18. The method of claim 16 wherein the method is implemented at the Head

End of the access network.

30

19. The method of claim 16 wherein said selecting further comprises selecting

a particular upstream channel for accommodating the bandwidth allocation request firom

the node; and
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wherein the method further comprises transmitting to the node, via the first

downstream channel, an upstream channel change request for the node to transmit

upstream data via said selected upstream channel.

5 20. The method of claim 16 wherein said access network is a wireless network.

21. The method of claim 16 wherein said access network is a cable network,

said plurality of nodes are cable modems, and wherein said Head End comprises a Cable

Modem Termination System (CMTS).

10

22. A method for facilitating communications between a network node and a

Head End of an access network, the access network including a plurality of nodes which

communicate with the Head End via at least one upstream channel and at least one

downstream channel, the at least one downstream channel including a first downstream

15 channel and a second downstream channel, the method comprising:

transmitting to a network node, via a first downstream channel, a dynamic channel

change request, said dynamic channel change request including a request for the node to

receive downstream transmissions on a selected downstream channel; and

allocating at least one bandwidth resource assignment on the selected downstream

20 channel for communicating with the network node.

23. The method of claim 22 further comprising:

detecting that the network node is successfully receiving transmissions on the

selected downstream channel; and

25 de-allocating at least one bandwidth resource assignment relating to the node on

the first downstream channel.

24. The method of claim 22 further comprising receiving a dynamic channel

change response, wherein said dynamic channel change response is generated in response

30 to the network node receiving the dynamic channel change request.
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25. The method of claim 22 further comprising de-allocating the at least one

bandwidth resource assignment in response to not receiving a dynamic channel change

response from the network node after a first predetermined time period has elapsed.

5 26. The method of claim 25 further comprising re-transmitting the dynamic

channel change request to the first node in response to not receiving a dynamic channel

change response from the network node after a second predetermined time period has

elapsed.

10 27. The method of claim 24 ftarther comprising de-allocating the at least one

bandwidth resource assignment in response to detecting that the network node is not

successfully receiving transmissions on the selected downstream channel.

28. The method of claim 22 wherein the method is implemented at the Head

1 5 End of the access network.

29. The method of claim 22 wherein said access network is a wireless network.

30. The method of claim 22 wherein said access network is a cable network,

20 said plurality of nodes are cable modems, and wherein said Head End comprises a Cable

Modem Termination System (CMTS).

31. A system for facilitating communications between a network node and a

Head End of an access network, the access network including a plurality of nodes, the

25 system comprising:

a first network node in communication with the Head End;

the first node including at least one interface configured or designed to

communicate with the Head End via at least one upstream channel and at least one

downstream channel;

30 the interface being further configured or designed to receive a first communication

from the Head End via a first downstream channel, said first communication including a

request to perform a dynamic channel change operation, said dynamic channel change

(DCC) request including a request to perform a downstream channel change operation;

Attorney Docket No. CISCP145 48



the first node being configured or designed to respond to the dynamic channel

change request by implementing the downstream chaimel change operation;

the interface being further configured or designed to receive a second

communication from the Head End via a second downstream channel; and

5 the first node being configured or designed to communicate with the Head End

using data received on the second downstream channel.

32. The system of claim 31 wherein the first node is further configured or

designed to implement the dynamic channel change operation by switching from the first

10 downstream channel to the second downstream channel to receive communications from

the Head End.

33. The system of claim 31 wherein the first node is further configured or

designed to commimicate with the Head End using data received on the first downstream

1 5 channel prior to performing the dynamic channel change operation.

34. The system of claim 32 wherein the first node is flirther configured or

designed to determine whether said second downstream channel is currently being used

for receiving communications from the Head End.

20

35. The system of claim 32 wherein the first node is further configured or

designed to transmit a dynamic channel change response to the Head End in response to

receiving the dynamic channel change request.

25 36. The system of claim 31, wherein the first node is further configured or

designed to determine whether data transmitted at the Head End is successfully received

on the second downstream channel; and

wherein the first node is fiirther configured or designed to switch from the second

downsfream charmel to the first downstream channel in response to a determination that

30 data transmitted at the Head End can not be successfully received on the second

downstream channel.

37. The system of claim 31 wherein said access network is a wireless network.
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38. The system of claim 31 wherein said access network is a cable network,

said first node is a cable modem, and wherein said Head End comprises a Cable Modem

Termination System (CMTS).

5

39. The system of claim 31 wherein the first node is further configured or

designed to receive a request from the Head End to switch firom a first upstream channel to

a second upstream channel; and

wherein the first node is further configured or designed to switch to said second

10 upstream channel and said second downstream channel at substantially the same time.

40. The system of claim 39 wherein the first node is further configured or

designed to switching firom a first upstream channel to a second upstream channel to

transmit data to the Head End; and

15 wherein the first node is further configured or designed to switch fi-om the first

downstream channel to the second downstream channel to receive data from the Head

End.

41. The system of claim 39 wherein the switching of the upstream and

20 downstream channels results in a switching between a first domain and a second domain

of the access network.

42. The system of claim 41 wherein the first node is flirther configured or

designed to initiate a domain registration procedure after successfiilly switching the

25 upstream and downstream channels.

43. The system of claim 42 wherein the first node is further configured or

designed to initiate a ranging procedure after successfiilly switching the upstream and

downstream channels.

30

44. The system of claim 39 wherein the first and second downstream channels

are not in synchronization.
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45. A system for facilitating communications in an access network, the access

network including a plurality of nodes, the system comprising:

a Head End in communication with at least a portion of the network nodes;

the Head End including a first interface configured or designed to receive data

5 fi:om a first network node via at least one upstream channel;

the Head End including a second interface configured or designed to transmit data

to the first network node via at least one downstream channel;

the Head End being configured or designed to receive, via a first upstream channel,

a bandwidth allocation request from the first network node;

10 the Head End being fiirther configured or designed to analyze traffic loads on the

at least one upstream and downstream channels for accommodating the bandwidth

allocation request;

the Head End being configured or designed to select a particular downstream

channel for accommodating the bandwidth allocation request from the first node;

15 the Head End being configured or designed to transmit to the fist node, via a first

downsfream channel, a dynamic channel change request.

46. The system of claim 45 wherein the dynamic channel change request

includes a request for the node to receive downstream transmissions on said selected

20 downstream chaimel.

47. The system of claim 45 wherein the Head End is further configured or

designed to select a particular upstream channel for accommodating the bandwidth

allocation request; and

25 wherein the Head End is fiirther configured or designed to transmit to the first

node, via the first downstream channel, an upstream channel change request for the first

node to transmit upsfream data via said selected upsfream channel.

48. The system of claim 45 wherein said access network is a wireless network.

30

49. The system of claim 45 wherein said access network is a cable network,

said plurality of nodes are cable modems, and wherein said Head End comprises a Cable

Modem Termination System (CMTS).
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50. A system for facilitating communications in an access network, the access

network including a plurality of nodes, the system comprising:

a Head End in communication with at least a portion of the network nodes;

5 the Head End including a first interface configured or designed to receive data

from a first network node via at least one upstream channel;

the Head End including a second interface configured or designed to transmit data

to the first network node via at least one downstream channel;

the Head End being configured or designed to transmit to a network node, via a

10 first downstream channel, a dynamic channel change request, said dynamic channel

change request including a request for the node to receive downstream transmissions on a

selected downstream channel; and

wherein the Head End is further configured or designed to allocate at least one

bandwidth resource assignment on the selected downstream channel for communicating

1 5 with the network node.

51. The system of claim 50 wherein the Head End is fiirther configured or

designed to detect that the network node is successfiilly receiving transmissions on the

selected downstream channel; and

20 wherein the Head End is fiirther configured or designed to de-allocate at least one

bandwidth resource assignment on a different downstream channel which was previously

used by the network node for receiving downstream transmissions from the Head End.

52. The system of claim 50 wherein the Head End is fiirther configured or

25 designed to receive a dynamic channel change response from the network node, wherein

said dynamic channel change response is generated in response to the network node

receiving the dynamic channel change request.

53. The system of claim 50 wherein the Head End is fiarther configured or

30 designed to de-allocate the at least one bandwidth resource assignment in response to not

receiving a dynamic channel change response from the network node after a first

predetermined time period has elapsed.
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54. The system of claim 53 wherein the Head End is further configured or

designed to re-transmit the dynamic channel change request to the first node in response to

not receiving a dynamic channel change response from the network node after a second

predetermined time period has elapsed.

5

55. The system of claim 52 wherein the Head End is further configured or

designed to de-allocate the at least one bandwidth resource assignment in response to

detecting that the network node is not successfully receiving transmissions on the selected

downstream channel.

10

56. The system of claim 50 wherein said access network is a wireless network.

57. The system of claim 50 wherein said access network is a cable network,

said plurality of nodes are cable modems, and wherein said Head End comprises a Cable

15 Modem Termination System (CMTS).

58. A computer program product for facilitating communications between a

network node and a Head End of an access network, the access network including a

plurahty of nodes which communicate with the Head End via at least one upstream

20 chaimel and at least one downstream channel, the at least one downstream channel

including a first downstream channel and a second downstream channel, the computer

program product comprising:

a computer usable medium having computer code embodied therein, the computer

readable code comprising:

25 computer code for receiving a first communication fi-om the Head End via the first

downstream channel, said first communication including a request to perform a dynamic

channel change operation, said dynamic channel change (DCC) request including a request

to perform a downstream channel change operation;

computer code for responding to the dynamic channel change request by

30 implementing the downstream channel change operation;

computer code for receiving a second communication fi^om the Head End via the

second downstream channel; and
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computer code for communicating with the Head End using data received on the

second downstream channel.

59. The computer program product of claim 58 wherein the computer code for

5 implementing the dynamic channel change operation comprises computer code for

switching from the first downstream channel to the second downstream charmel to receive

communications from the Head End.

60. The computer program product of claim 58 further comprising computer

10 code for communicating with the Head End using data received on the first downstream

channel prior to performing the dynamic channel change operation.

61. The computer program product of claim 59 wherein the computer code for

implementing the dynamic channel change operation further comprises computer code for

1 5 determining whether said second downstream channel is currently being used for receiving

commimications from the Head End.

62. The computer program product of claim 59 further comprising computer

code for transmitting a dynamic channel change response to the Head End in response to

20 receiving the dynamic charmel change request.

63. The computer program product of claim 58, wherein the computer program

product fiirther comprises:

computer code for determining whether data transmitted at the Head End is

25 successfully received on the second downstream channel; and

computer code for switching from the second downstream channel to the first

downstream channel in response to a determination that data transmitted at the Head End

can not be successfully received on the second downstream channel.

30 64. A computer program product for facilitating communications between a

network node and a Head End of an access network, the access network including a

plurality of nodes which communicate with the Head End via at least one upstream

channel and at least one downstream channel, the at least one downstream channel
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including a first downstream channel and a second downstream channel, the computer

program product comprising:

a computer usable medium having computer code embodied therein, the computer

readable code comprising:

5 computer code for receiving, on a first upstream channel, a bandwidth allocation

request from a network node;

computer code for analyzing traffic loads on the at least one upstream and

downstream channels for accommodating the bandwidth allocation request ft-om the first

node;

10 computer code for selecting a particular downstream channel for accommodating

the bandwidth allocation request from the node;

computer code for transmitting to the node, via a first downstream channel, a

dynamic channel change request.

15 65. The computer program product of claim 64 wherein said computer code for

selecting frirther comprises computer code for selecting a particular upstream channel for

accommodating the bandwidth allocation request from the node; and

wherein the computer program product further comprises computer code for

fransmitting to the node, via the first downstream channel, an upstream channel change

20 request for the node to transmit upstream data via said selected upstream channel.

66. A computer program product for facilitating communications between a

network node and a Head End of an access network, the access network including a

plurality of nodes which communicate with the Head End via at least one upstream

25 channel and at least one downsfream channel, the at least one downstream channel

including a first downsfream channel and a second downsfream charmel, the computer

program product comprising:

a computer usable medium having computer code embodied therein, the computer

readable code comprising:

30 computer code for transmitting to a network node, via a first downstream channel,

a dynamic channel change request, said dynamic channel change request including a

request for the node to receive downstream fransmissions on a selected downstream

channel; and
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computer code for allocating at least one bandwidth resource assignment on the

selected downstream channel for communicating with the network node.

67. The computer program product of claim 66 further comprising:

5 computer code for detecting that the network node is successfully receiving

transmissions on the selected downstream channel; and

computer code for de-allocating at least one bandwidth resource assignment on a

different downstream chaimel which was previously used by the network node for

receiving downstream transmissions.

10

68. The computer program product of claim 66 further comprising computer

code for de-allocating the at least one bandwidth resource assignment in response to not

receiving a dynamic channel change response from the network node after a first

predetermined time period has elapsed.

15

69. The computer program product of claim Ml 2 further comprising computer

code for de-allocating the at least one bandwidth resource assigiunent in response to

detecting that the network node is not successfully receiving transmissions on the selected

downstream channel.

20

70. A system for facilitating communications between a network node and a

Head End of an access network, the access network including a plurality of nodes which

communicate with the Head End via at least one upstream channel and at least one

downstream channel, the at least one downstream channel including a first downstream

25 charmel and a second downstream channel, the system comprising:

means for receiving a first communication fi-om the Head End via the first

downstream channel, said first communication including a request to perform a dynamic

channel change operation, said dynamic channel change (DCC) request including a request

to perform a downstream chaimel change operation;

30 means for responding to the dynamic channel change request by implementing the

downstream charmel change operation;

means for receiving a second communication from the Head End via the second

downstream channel; and
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means for communicating with the Head End using data received on the second

downstream channel.

71. A system for facilitating communications between a network node and a

5 Head End of an access network, the access network including a plurality of nodes which

communicate with the Head End via at least one upstream channel and at least one

downstream channel, the at least one downstream channel including a first downstream

channel and a second downstream channel, the system comprising:

means for transmitting to a network node, via a first downstream charmel, a

10 dynamic channel change request, said dynamic channel change request including a request

for the node to receive downstream transmissions on a selected downstream charmel; and

means for allocating at least one bandwidth resource assignment on the selected

downstream channel for communicating with the network node.
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TECHNIQUE FOR SYNCHRONIZING MULTIPLE ACCESS CONTROLLERS AT
THE HEAD END OF AN ACCESS NETWORK

Abstract of the Tnvention

A dynamic channel change technique is disclosed which may be implemented

between nodes and a Head End of an access network, hiitially a network device may
communicate with the Head End via a first downstream channel and a first upstream

channel. When the network device receives a dynamic channel change request which

includes instructions for the network device to switch to a second downstream channel, the

network device may respond by switching from the first downstream chaimel to the second

downstream channel. Thereafter, the network device may communicate with the Head
End via the second downstream channel and first upstream channel. Further, according to

a specific embodiment, the dynamic channel change request may also include an upstream

channel change request for causing the network device to switch from a first upstream

channel to a second upstream channel.
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